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t1iLlA11lnO.inOLnltOXrA al50.i :',ttn.i

ruulll1{nl5vnao!nr:d6uodrruv!rvau loru

-i " z -"nt vrnllaltoiuuulo ad'ruunnaouolu n1t
a .a

,Jn1t nlvufrSl uau La uft9.ltflu'llJ 0.1LxJ ltflau

nin::r Ltu tJnlruun'15a150.t1r0 a Nvoaou

nltnnui.t0}ja 141

fi'rfl :vrunrunrnr:rl:ct!n::nnrirvuolfii

nr:;irro.:riouariufi n :vlnvlf, ol viovr-lrdul

$acn1fl to!ai510:0tanYt50una t'tr.lo.ilJoua
J JJaurtnBlto.t L'?Ju fl a u a n''t: uo.l lygt'u nfl o.i

:svii{n1r :vt! rar otirrdouriju:vuvnar
,- 3 X

r/ ?UUULtn?UAUAOnISU:Utll LUUnaUfl 5{ [av
n.

n't:u5u n1fl:y uu Lla1Lun1: no tnlt 0tJdvlal:0.i

hiriri ur{o r vr: r! o d rrt'n ro u

n:v!'luflT:aqnr:

1153t!tJlUAO

otanr:ouna,

rso 27001,

tso 2770t

-15-



t0nlvuo a?1uaon6aa.t

/. 9ta.!notfl1r1a!a051ni

otanr:ouna ttauno.:!n1:

1111l't?l.J0 U I { ty:J1v 6t.l

, 2,.-- -:v!un?un!n1:urq!Ef5qn9r.rFr1 Lvnfl tnu
r q .j.j u v

to!an51nt0tanv:aunartfl u'tlJ0{nun15 Lt

.!'ru1,oi(i?!!:vru Inuodr,rfoufr'o':
;-

u:una!n1uto afla1:.r1io:s!a1!nfla uto
) sv
t04 Lt{11r (Username) 1UL[av[']a11,oin1iLtJ'l

iu :vtr r,tar[an :vu.JrfiuuLxaldriA':filflu

t.l',rn551UA1na

,.r lvut n1:n't:u n T: n 1v1-J915 01.r lJ 0.in1:vruvr'tu
z,-.10 antlil01afl11:otnaou't.iuou 1 Fr5{ Ft0u

ntu!'')!n1lion1:

uSJlJ!fl1Uda

0LanvD0una,

rso 27001

8. no.i n''t:oLLatataa?u
A - a. r

ltaaarnnaoLnlrtullara

nrin:Atfin 5oin.i lou

0u't{u0uql0.:41'nn:vu
,JC A

r.r yrn.r tl]un 1: ?u[141 tt43

r-nnrl:valrflllnr:1{ vio

:vlrarua

d

,J t14Ul nl5 n':5nO lnUflaUAflT:91',.ltUUnlSVI
S r v e a .J a,

Inu'']10.tflut0 a i:'t 0l o ta n 11: ou fl du.i trlJ 0 a

d:lrnna6'srrSuotinrulu lnuniouna:r{ora
vJ. -fifrrirtiunr: iuurar ua v'lifl n!: v a.! rflu n1r

rirriunr: lfl uotir.:riou

n53U',tXlfl1:AO nT:

Urut hrldo

0tanr5oufla,

tso 27701

-,)9. flllU0.inun1:L!auuLt!a,i
r a * ae-

uavnlSt'u1n:r LrJ totu

o1ltu19t 9l01tota0:1n:

otanr:atna

r.r [14u:r] 1:a't5no [F]:uu't5!0 rnu nll
,d,

ruauuLLla.i nl:r1lln{ nltau tfruLrJLutlt

ouru1r\q010!an:1n:0tanvl:ouna ttl-j'r'D

ninoaront:Ffttuunl: luunaEfl intu
n":ri'r.i1u nr:rfl r:virrravu{rrfi ounr:rdr1{

.i'tLt11Hfi!nn 1al

ntsu?1tfl't:in n1:

utut l1J6a

0tanv:ouna,

rso 27001

to, d'a.r o'r n"n n r: nir 6l{oX a
,i

a'tuunaarnnnnLnu tu

to!ail1n:aLanl,llouna

i'l u6,i rii vr.lo:c u v t1a 1'tu
a.J

nlta1]u:otuauuSuta!a

fil,firinr:nr:rirvuni6nr:'lunr: udrfi rdora
';a'tuunaaflnnnorflllLulro an:10:

6l5nv:oin;i loun5ounaunl:fufi nfi on:ixr
jj
11tnu110,i Itu n1:[1'r0,rt0!aa1u!aoa 1a'r

ntJUlUnltnnnll

u:vt!i.t1uaa

atanvt:oufla,

tso 27701
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tonlvt.l0 uu?UAu-fr a11Xlf,O9naO.t

, J- d .u,
a'tuunaavr00rnu Lv ttl

a''r!1:nrcun"xunnaki Iou

fl 0.:rJn1:u:Ynlfl :au0,t

{ora lfiar n-tl:v ov rrarlu

nlS0nrnuto!aa'tuunna Lv

i.t tn g'xlo 
'i vr: "r! o u 1.1

tv! I va:J

.J
,t 114!: n1:n?:nlUUn:V Uvr'tarrtv!rva unr:

c-o16uiararirulnnalu:vr.rrnrrarnr:
, , d r w , qvea v eu:utlt LLa u ttn r t.r ou tfl r].r n a 11 11,,1R1.r 141.J 1vl

i'onr:rl:cru vEariiutJ:vtuv:rurlrudo.lvrr
.j- , J av nllrJu'rrto0o ttu [1u L{nv1.:n1:to.i

H 114!in',r: 1A'r yl5A!n]ViUO15nl:aU v:On1:

ur.JduuLL!ar:! uurlriouaa'rur nnad6'nrFulfitri

at: r:o: vu 6":u n naldi rr:6'r u

11. EOj! n''r: nq Inuro{aii1i:
0 La nv:0una01nfl 1: Lt{'tu

1r o 't ri n't! nlJ l31l u tta v

tJ 114U5 n15 5?1rfl .!1ln1:

v uv ruo tir.r uvr: r c ar.r lnu

n0.i!fl 't5115v nlnv: 0 110.1

UA
touaInu1n!:YUYt']al LxJ

nllinLn1JlJ0 aaluunna Lfi

,.r tn u?t o.ivll'rlJ

tl LvU: n1:n15nn tfl!flOUan 1:tl'l t1./1.Jl ''lI
jj
vtnu't1Jo':n!10!ao:1nl0Lanvl50x.lfl d
JJ
rLnult0 in!n1: Lt{'11.J1J0 !rinlunl]:uuu Llas

J-
0u!icn1n v:'o udrrioX a rfror6'r::v uv llarlu

' o.u )
n'l:nnLnura!aa?uunna Lu H Ln u110.1vl:'r u

ruriarvr':vifi nruriru6o6o utiu uiulrd

vr'r.i n r:fl o.i rilfiui nr: 1a1 InunlounaLr
- - , u .3 a.
nnn:::rn.:na LlJr r!uaal.iuau

(t) riufinnr:rirmuto.::vur (system [ogs)

(Z) riufi nnr:rdroon:vut (togin-logout togs)

(3) riufinnr:norur rdiq:uu! (togin

attempts togs)

(+) rhfinflqrarraioFrxl fiorarnrill 1 (fault

lLogs)

{lviuinr:nr:inr:rirvuorirurarro.:nr:
Yruvr?u1J0uan51n50Lanvt01,]na0u'litvrl''rvdl.r

nle!'t!n1:innlt
!tu1J!mtudo

otanv:0!na,

t50 27001

:ylJ!n'r!q nlrU:rtrnr:nnsirrirr,fi urr':ar

(clock synchronization) hin:r6'rurarirrfi ur
e -;c,L1a1a1.la.tvtLllulr1n5511.t61na ttu anluu

xr l n:'r yru l rrl,r'rrr ir 1ai :x!n.tof,:nJuttud.i

rfi ar r,r a rlu: v 6'r (stratum) 16 o': riu#r: v rr-r

rso 27001
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tonlvufi uuxdafa a?1 aa9nao.t

ltvd.rrfrs!r']arlu:vd!
-z(stratum ) lFru': nul,l.ilvuu

nlunun't:rl:ctl

nlrnunr:r.l:vtl rtiu oir rir n r:'[dl r u: s rir

strat u m - 1'tviluio u nnlt".r : vr u ntr n r n t :
:str:

t g. 6'or6'onr:dofl yivrrr

tllnunto'i 5YU! n.)unu n1t

!:sttl LfruFro r Lfi:!nr:

rrn L'?l 0 u't i,]115 u dl15 u't v'{

(hfu 3nr:n':: rirr,llotiorvrrr'lunr:iuuirrjor

Lv1 LLaUfl ',tLU1]fl nnt: fl 'l:1J:tulLr,Jan:uvlu
, ) -v v

fl 'l5non15t0.i 114? LtJ0tJr.tL[n{tvqoulivruYt'].ivr

vr io u u.u LLl,,ri: r s ac rd u or o rlio r1uxl#

i.t tn ult o.lvr:'t'lJ

rihlu3nr:n::fi nr:rt:rraol'tio{v'iur.lrv nin

ro.riuu!n'r!fl un1:r]:st!odr{fiou t nirriofl
-f,v:aL!05vuua11Ja:Jn't5ut3t!!n1:
.J l" - A oe . ,

L!aEJUl"tuA{ra1n Lfl A LvUU[n1',l5ulJ!n',]Un!-a 
J ,

n 15!: vttJ [tJ:i n']'rtJ !a u.r !u LLt i vro'ln a.r rJ a n 0

nr:'hiuEnr: vSon:vvurioqior:adrurnna

t50 27001

14. nljvlljYr?l.lnx1x]a0qnao{
a,

o'l1-ln1::nuln't'rt.l!ua':

aooi'oto.r:vrunrlqr

nr: :v1rLotJr.rtraurvar:

fi Lv!: n''t: fr't: n a [vu n 1t v]u vl')u6r11xl a o 9t n ao.l
:,

o'1ufl 1:5nutn?lIlu1-]n{!a0finut0.i:3ulJ

nrlqunr:rJ:vqr rdu nr:fl:rn!:vdunrulu
!,,-(internal audit) otirn]ou t nirsiofl rar

tso 27001
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4.1.7- ?nnUtcA{avl 7 a?1u3Jun{Uaoftn8Jd1l4:unl5dod't5,i,o a

i.-.i. . J r
rfio'Lr{riu [o'irnr:? oar:dora'h:vlulniorirouavorjn:oi!:sura aro.r:s!!nltnrnr:!:stl

in'lrrl"unr aoorn"a

srr:r.rd 7 innrj:sa.rrin' 7 R'ruriuRrUaonriudrviunr:a'oar:doua

10n'tvua uutJfr{6 nruaonndo.r

1 qoi!:vltnonlttatot'tu
,.i

a u f .iuLtfr.iu aofifl u

{lrfuB nr:n::6'or1rifi n r:riv r:io n r: rni orir a

" - ,. .ia.
LfiuFl:ounautJ1n:n150{n0 LUI][Uuaul':uou

(1) n r: fl o r riu n r: ulr a'r rnE arir uln o'l,rl"ldir

oxJ6111n

(z) nr:d o.r riu n r: rin irlcloxra
w)_,

(3) n1::nu1n1ltlqneroit0 rr0{ar:!a.iuu

tFl:01',]u
J(4) n'T :uS r:n-nni:rjrg6{ld.:rufr aur:a1d

: v r.t r.lal: att ty n: v g cln a
; ,-

(5) n1tU0{n!n1:Lt0 n0nuluulJ LFtt0llT U

c"^ !.,," , ^ A
nluuon ttu nlr4xn Lvnqfl i !v,llxoaa Ltasnfln,l

{av{fl LL't:u a{ nutarL?:'ra "l

t50 27001

2. 6arrirvuodurrudrrnr:
-itnuln't'ttJtuniuaofinu

z
t0{tnlot'ru Lravtu9rou

.- * i
ul!fi rr0n'r!4Iluavu0 lnu

. f,f,
nllfr T u touljoxray Ln u'rlJ 0{

n-u:sr-rrnltnrnt: :vtt:
c -i-,Loun:uvrlllJo!aa':uunna

tv
Inu']1Jo't no.irtt Tfl 5n1t Lu

fl'u9lfln''r!n1:1]Iun [v
e -; a" ne

aafl naa nfl ua tv nluuFr L'l

uIu!rs LrarlYuooutJfr tEn'::n:aunarrdornr:

rdr:'aa'u{o a:cy'irrlorriru{onrr! uac

.f,o4adr 
1 fi rfi uT dorrYunr:rJ:vqrLuiJuodrrdou

riuor ourJfr tGrfi oaruqruavrlor riunr: udrdr

t0!auuntofl 'tucr?lnlvufl't5n1: ttnvt0.ivt't.t

n r: rir tfiu n r: o d r.lt-or uau lsra aro fru n r: td ar:1u.:
A.e a ,u unlatnt0l'ru L 0 L14ttu Ln't'rfi:ounq nl:

rir rfi unr:t o.r : v uu nrt nl nr:rJ : vtl :'lr: n'.r

-)-u,J-,,nt vDJlJo!aa'tuunnarl!d.loulJuLn:0t1uflfl

!nlt!urnnnnSttnl:n'ltltunr: 1150

tJ51 rS.rOltot r Lfi fl orou

t50 27001
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4.1.8. inn{rvd{id a nr:u3rar:{nnr:rufinr:oiiirfiue{o.rriunrruriuarr.laonfiu

d'o,.i o ' -
lvr- o'[ririu'[ o l'r nr:u5vt:o-nnr: rvnt nr o rro.riuuun]unr nr:!:vt luav nr:d oar:rfi ur fit,l

; e,&
10unlr50{rravanlunlSrunlun't1r.Jrun{ua00nu t.ln1:nruntouar!uljuFr0uLras u:udvl6n1Yl
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ton'']11ufi uutJf,ri6 n't1Lrdoqnao.l

1
- -z .-.^ J
na {!'uuflouUnunt:a.i

n15:lJU0Lvnn156U01U

n 15 t n ut Fr't'tu tufr.i

rJaoorYotol:vrtrnrrqr

nr:!:v1u lnerurnrtrjr
, .i,

lra!aa'lutana5l L a

siorfiurn:nr:lunr:

ann1:ou''t'il.r1Ja i

rJaondu

- " z .-*J
4 Lv!:n1:afi nnrltunotn1:!0unLro.:n'ti:urra

-"iLvrln-:[uolurrltlnLln?'r uniuaoqtuto.llulJl]

nlrrr:nr:U:vtr:fi nraLna:rn:yu lun^:o'rsioltjd

rfluo drrrioa

(r) nr:ir udr uav6uriuuaq r
(2) n1lii'rttunwe]'l lrav!lvriuruan:vvru

(3) n i: sro! auo.r eio Lv el'r

(4) nr:d'n16uorrvdnmu

o a!-. , 
",Lunl vrtlljota a'lIUanaS't tua tJ [1rut n1lofllJ

i -d
n 15 5 Y 1J rY{ tt t9l! n.i n'l'ltJ l! IJ Flt O! [U Ltg]A s

. )i t
n53U',l1Jfl ',]5 l,0rau5't iva n1::'tti.l1urvn1 LUU{

'AtiLnu'ttan tuuaul.luou

tso 27001,

tso 27707

9lo iunl:5u[n.iLvfl[[a3

t1 u.l11.t n'r 1.l nl i: nu")

i
Fr?'D]!1]n i!aonfl uto.i

:vutn':tnlnr: :vql
a t e 4t

5'lu0nfl 't'tLJ1Ju'?Jo{ra'i a

n:uvr!rionltl:st!

2. {lrfu inr:o::i'0lffi dorrrrnr:ir u{rtvq utav

j
l'r u.i'r1.J n'r 1J fl 1t 5 nu1e 1l lJLfi{ua0finut0.i:31J1J

n?un!nr: rst! :1:]n'rnrur-eliarfi eilzuan:vrl
;v

norrl:utvtlr Loul0!ar*n{n't:aaounau
- -,".1 e.

iiuauLaBfl nino LluLUuaut.li./ou

(1) :roav16unfrLLi'rr nr

(z) 1utla1vflljtva"l

(3) :roa:t6aotortvmr

fl:v1l'tun15Q q nt 5

!:ctur.irudo

0mnr:0una,

rso 27001
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tanl uo uu?ilafa 6?1!AAnna0.:

3. darfir:rn:nrsriryirnr:

a0uau0{no tfin nlttu
.t

o1unlt:fluln11!:Jun,i

' -;!aa nn8110''t na.i,.ta

n5ur!notvlJUFr't1lFrll

dJdn]:!t&tu tfl8n: 111J

riouaeiruranai'r1va
t-

9to.:!n15aoa15n1l

1011'0,ltiotauav

iJinulto.l

Z:
Yt{i.t v'1fl LUu fl''t:! i v {tJ

a'l dotn'rrfiunr:*61r

flrgvrtjoflrairrrrraf,a

lu:vn"u:uu:r (drrBr

- _._-_ a
n1:t1r0!a LV55 Vl

severity :vdl high du

'hl) hln:rv n:ronr:riou

t14U:fl1:

{1i'l3nr:n::rirvuni6nr:mo!auo.r siauyn nr:n:
:, -i

fi 1u n 1t: fl u1n't'r ttxr un r! a00fluyla1ia{9.tan5vvrLJ

rio:vulnlrnrnr:!:ctr 1oufi nr:rur6.r
- , ".!d.aln!tyfl0uo{ma tuu Lljuo u 1.:1.,/ a u

(1) n1i!:vriuRan:vvru,rjo{rvE'l

(2) uu'rvr1.r uavdorrrflunr:u6'.lnaqr

(:) nr:l"ufinnaqr Inul#fi nr::vq:ruavrduo
,J

n1051l"ruty0lfl 15tu t'l.lt1a1 ft an:vvlu t't.l[1aly]

Linflan:svru

o -t<r , n
L1./n:tuvtl]lauaaluunnat? Ll1a tJ L14u:fl "t5n't5tJ

i-
n1:9r'tLuunl:tvtutn o u't.ll.J 0 u Lu fl: y 1J1u n T: n 15

) q.- v v e-l
a 0a 1: tuu{rnlto.tljo a Llav rnul,uoi

t50 27001

4
- -z ,-*d
n0{!'Uuflouljflunt:a i

n'l:t'lu:?lJ LLa&0atn!

- !d'
uannrurtflullto.in!

;
tvm n t: ru o 1un't'r u tJl.t o ':

aonrioodrrt'onu

{L#u3nr:n::r'nrirYunourJfr i616o.: n'rii11r:'ru
- )a

!tacnntnuvann''ru'ntnultannutvnnl:tufl lun't'ul

!un.:uao0nu

ry Lv!tn1:m::'tu:llruxrvnnnn:: 11n1tl]un1:

1{:0u5v1J'tuL?ar rrau'tSnltnnrnuou'r'rtnrnu

n5cu1ufl1:nqn1:
,.J

Uiut!inuda

otanr:ouna,

tso 27001

-22-



4.1.9. imorJisd{dyi p nrruriun.rrjaaon-spiruar:auryrntornr:uir,rr:{nnr:rfioairrnlu
,d

na[uo{vt1{5:ni

J , J . "irfi on':t:qiorfi or'[unr:'[#ui nr::vurnrunrnr: :v,ru

r,.:.udginorj:ca{fidgnrurtunrdaoariudruar:aurynrornr:uiyr:{nnr:rdoair.rnrruriordoryr.:

5:fl0

uutJfrri6 n1't 600fiaa{

t. dosiuruulivr:o"nnr:

n'l11.lno[uo.i10{n1:

'lfruinr::c!uFr'r!nr.rnr:

rJ:vqr: nroldanrunr:oJ

qnriu

(hiui nr:a:r6'nlir uHuriv rto'o n r i n': r usio rd o r

rornr:'lririnr::vrunrunr:nr:rJ:vt! nrEi'lpi

an'rtnl:fuantau ltu tnntunnullun tnnnln L0!sr

vrriltuuoS'ra1 [avLrr]u'r a'r:n:ouna!
- -,".!d.:18 aU L0 UOO.i9tO LllUturAUl.l1JA U

(t) {rior{or.z
(2) 1J1Jn0Unl::UrJ0 ttav0nutr4q'1

(3) rirvunnr:vnaouunu"r

n:vu'tun1tinn15

rl:vtur.iruda

oIanvl0unfl,

t50 27001

z. dolfi nr:dorLuruuuivr:

-,Jnnn''t:n't'I.t9lo[uo':10.i

nlt Lvutnl::&!ua'tun!

nr:tl:vtrotirlrvurgar

fl fiuinr:m:i'n}iinr:{or uarrJir!1 urnu

,J
utyl:nfin'l:n't1 fl 0 tu 0 'r1J0.: n 1: [1.,r!: n ]:: v uu

Z,-. Aau.ro
n1ua!n1:!:utr.J ou1.!1J0u I nt ino! Lfl aLvtuLn

.J'tlLLtiuFrinal't!n11un:0uFaunlt:ulroa'tl la
-i -o'lntnfl tunuluuua?un!n1l!lutrJ0u1.lll

rJ:vByBnrn

u.111

n5u!?un1:n0fl1:

!:ur!inuda

otanll:0una,

tso 27001
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,,4
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lviuinr:
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Jd .J"utiufl'tuv nt:!tv Blufrl'llJlt:0u t a {rivr u'1fl:v lt

t,t tvu:fl 15n?tnfl tv!nlt110aauivu!a150.ltu1l

rl:vrirodrrriou t n{.rriofl nrurYuorourlfrrTd

fl'tyuFrlJu

n:Y!'lun1:n0fl1:

ll5Jt!qlluaa

0Lanvt:ouna,

1SO 27001
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